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Abstract—Large Language Models (LLMs), through their strong
capabilities in code generation, reasoning, and tool use, have
demonstrated promising results in security tasks involving
vulnerability discovery and exploitation. However, evaluating
their offensive potential in automating penetration testing—
a more complex and multi-stage process—remains a critical
research challenge. While existing evaluation frameworks effec-
tively demonstrate LLLM capabilities in isolated or simplified
scenarios, they often do not extend toward the complexity
of interconnected attack chains characteristic of real-world
adversarial operations. In this analytical study, we examine
the challenge of assessing the feasibility of LLM-powered
automation across the full adversarial pipeline within realistic
environments. We contribute an analysis of current benchmarks
and associated environments, and highlight opportunities for
methodological enhancements that would strengthen alignment
between academic evaluations and operational realities.

Index Terms—Benchmark, Cyber Kill Chain, LLM, MITRE
ATT&CK, offensive security, penetration testing, red teaming.

1. Introduction

The increasing code generation and reasoning capabilities
of Large Language Models (LLMs) have led to a rapid
adoption of LLMs in cybersecurity. Security research and
industry reports show that LLMs are already being leveraged
by real-world attackers and even repackaged and sold on
underground markets. LLM tools are advertised for phishing,
fraud, exploitation and evading detection [ 1], [2[]. By lowering
the skill barrier and further enabling automation, these tools
increase the offensive potential of Al in the wild.

Building on this concern, researchers and security compa-
nies began exploring how offensive capabilities of LLMs can
be leveraged in controlled defensive contexts. Most notably,
the integration of LLMs into automated penetration testing
has generated considerable interest and already demonstrated
remarkable results: the commercial Al penetration testing
system XBOW secured the first place on HackerOne’s global
leaderboards [3|]. LLM-assisted fuzzing has also yielded
substantial zero-day vulnerability discoveries [4], [5].

Although significant advancements have been achieved
on the both sides of the security arms race, the full extent to
which LLMs can autonomously perform or enhance penetra-
tion testing remains largely unexplored. Real-world evidence

emerges from a few isolated scenarios, while academic re-
search on LLM-assisted penetration testing is limited in both
scope and design, and lacks systematization. Overcoming
this constrained view and deepening our understanding of
the offensive potential of LLMs is a crucial objective toward
automating defenses and anticipating emerging threats.
Goal and Contributions. In this paper, we recognize
that enterprise penetration testing contexts offer valuable
benchmarking potential due to distinctive operational ele-
ments which merit greater evaluation focus (e.g., domain-
integrated authentication, network segmentation, and multi-
host lateral movement). To the best of our knowledge, no

systematic analysis has examined the current state of LLM-

based penetration testing benchmarks in relation to such

real-world operational requirements. The goal of this paper
is hence to analyze existing benchmarks, with particular
attention to their alignment to multi-stage attack scenarios
spanning the entire Cyber Kill Chain.

The key contributions are as follows:

o We introduce an operational perspective on offensive
security that is largely absent from existing literature on
penetration testing benchmarks. We argue that enterprise
penetration testing is defined by adversarial workflows
that set the baseline against which automated solutions
must be evaluated (§@]). Within this context, we discuss
the emerging potential of LLMs for automating offensive
security and why current attempts struggle to meet real-
world operational demands (§3).

o We analyze state-of-the-art benchmarking approaches used
to evaluate LLM-based penetration testing in the existing
literature, identifying specific gaps between academic
benchmarks and enterprise operational requirements (§4).

o We illustrate the identified limitations by systematically
mapping six prominent and emerging benchmarks to the
MITRE ATT&CK Enterprise Matrix [6], demonstrating
partial and uneven coverage of evaluated scenarios across
adversarial tactics and techniques (§5). Through this
mapping, we identify areas where current benchmarks can
expand their coverage of post-exploitation tactics, improve
consistency, and enhance transparency.

2. Operational Context

In this section, we establish the conceptual foundation
and terminology surrounding the operational realities of



penetration testing and its automation, highlighting primary
challenges. We then motivate why adversaries rarely target
a single machine, recognizing that lateral movement across
multiple hosts constitutes a core component tactic.

Cyber Kill Chain. Understanding how real-world adver-
sarial operations unfold is necessary to obtain the required op-
erational insights. The Cyber Kill Chain framework structures
cyber attacks along seven stages: reconnaissance, weaponiza-
tion, delivery, exploitation, installation, command and control,
and actions on objectives. Each stage corresponds to a
specific set of adversarial Tactics, Techniques, and Procedures
(TTPs). The first exploitation of a vulnerability, often referred
to as initial exploitation, establishes the adversary’s foothold
within the target network. Typically, this phase is followed
by the installation of new malware, establishing a persistent
command and control channel. This facilitates lateral move-
ment across multiple hosts within the network, ultimately
leading to action on objectives such as the deployment of
ransomware or data exfiltration. While the reconnaissance
stage may demand significant time investment, particularly in
highly targeted attacks, it is upon the transition from initial
exploitation to post-exploitation that the adversary begins the
intensive discovery process: scanning within an unfamiliar
network environment. Due to limited resources and other
operational constraints, discovery process may be protracted,
delaying the adversary’s progression toward final objectives.

Terminology and Scope. To clarify the exact scope of
offensive security in this paper, we emphasize the distinction
between vulnerability assessment, penetration testing, and
red teaming based on their complementary approaches.
Vulnerability assessment systematically enumerates potential
weaknesses across a broad spectrum (emphasizing breadth),
penetration testing targets specific vulnerabilities to provide
empirical validation and impact assessment (depth), while
red teaming simulates comprehensive adversarial campaigns
to evaluate organizational detection and response capabilities
across people, processes, and technology (realism).

Despite extensive vulnerability assessments by security
firms and researchers, poor patch management leaves gov-
ernments and industries vulnerable. The Exploit Wednes-
day phenomenon—where attackers rapidly reverse engineer
Microsoft’s Patch Tuesday updates to weaponize disclosed
flaws—highlights the risk posed by the lag between disclo-
sure and remediation. A Carnegie Mellon study on 75,807
Common Vulnerabilities and Exposures (CVE) IDs found
that for vulnerabilities with public exploits, the median time
to exploit release is just two days, with 75% appearing within
28 days [7]. This recurring remediation delay underscores the
disconnect between vulnerability assessment and effective
risk mitigation. Beyond patching delays, system misconfig-
urations and insecure design practices further compound
organizational cyber resilience deficiencies. While highly
valuable for addressing the exploitation phase of the Cyber
Kill Chain, vulnerability assessment represents only one
component of achieving cyber resilience.

Vulnerability assessment and penetration testing may
focus on specific domains—e.g., web applications, mobile
platforms, cloud infrastructure, or APIs—while both penetra-

tion testing and red teaming can address entire attack surfaces.
Red teaming emphasizes stealth operations and Advanced
Persistent Threat (APT) simulation, providing maximum
value for organizations with mature security controls and
incident response procedures. The appropriate focus finally
depends on target audience and testing objectives, though
enterprise penetration testing often offers a practical middle
ground that balances depth and feasibility.

Realism. Realistic security evaluations requires adher-
ing to black-box principles, where no prior environmental
knowledge is assumed. However, such simulations encounter
numerous practical challenges, more so in certain specific
breach scenarios—e.g., with user-enabled vectors such as
phishing that prove difficult to reliably simulate. The com-
plexity increases when considering offensive campaigns
spanning several months, complicating reproducibility and
evaluation consistency. When evaluating automated tools
(such as Al agents) under these conditions, the inherent
stochastic properties of both the agent’s model and the
testing environment lead to highly divergent outcomes. This
progression of complications directly impacts the appropriate
extent of realism to pursue, inevitably leading to pragmatic
compromises in both evaluation and agent training contexts.

Environment Design. Understanding the target audience
for a security evaluation is instrumental for designing an
appropriately dynamic environment for tests. Microsoft Win-
dows remains central to enterprise user management through
Active Directory, with an increasing array of services de-
ployed on the Azure cloud platform. Hence, with the bulk of
end hosts using Windows [[8], omitting Windows is typically
unrealistic. Expanding attack surfaces—including mobile de-
vices, [oT integrations, and Bring-Your-Own-Device (BYOD)
policies—add further complexity. Embedded systems with
legacy software and sectors focused on Operational Technol-
ogy (OT) underscore the value of including technological
diversity. Depending on the use case, a targeted and restricted
technology scope may enable deep, comprehensive evalua-
tion, but may limit the assessment of an offensive agent’s
broader capabilities. We argue that an ultimate effective test
environment should comprise a network of interdependent
systems, facilitating accurate assessment of lateral movement
and network pivoting behaviors—capabilities that single-host
environments cannot sufficiently capture.

Distribution of Adversarial Effort. Academic research
has made significant contributions with regard to exploita-
tion of unknown vulnerabilities (zero-days) [9]. Meanwhile,
industry observations reveal that cyber intrusions frequently
leverage known (n-day) vulnerabilities, stolen credentials,
and phishing for initial access [10]-[12]. Empirical evi-
dence further underscores the disparity between academic
research and the operational realities observed in the field. In
2023, Mandiant reported an average time-to-exploiﬂ of five
days [13]], indicating foothold acquisition can occur rapidly,
as it entails scanning numerous hosts and selectively targetin
vulnerable ones. In contrast, the global median dwell tim

1. Mean time required to exploit a vulnerability relative to patch release.
2. Number of days an attacker remains undetected within an environment.



was 11 days in 2024 (down from 205 days in 2014) [11],
reflecting sustained, multi-day post-exploitation operations
that mostly precede attainment of objectives. A substantial
amount of adversaries fail to achieve their objectives prior
to detection, so that the actual time they would spend—once
inside a network—is several times greater. According to a
2016 study conducted by SmokeScreen, adversaries allocate
approximately 80% of their operational time to lateral move-
ment [[14]]. Taken together, these statistics strongly indicate
that, irrespective of entry vector (through zero-days or known
vulnerabilities), post-exploitation dominates attacker labor
and elapsed time, whereas enterprise penetration tests and
red team engagements—constrained by contractual time
limits—rarely replicate such extended lateral operations.
Furthermore, in practice, attackers prefer to adopt living-
off-the-land techniques [15]], leveraging legitimate, native
binaries present on the victim’s system that are misconfigured
or poorly protected to perform malicious actions. They can
evade detection by operating entirely in memory, hence
leaving minimal traces on disk. This approach showcases
adversaries’ advanced proficiency in repurposing existing
utilities rather than developing custom frameworks, achieving
compromises without any malware deployment.

Takeaway 1. Insights from industry present valuable
opportunities for academia to realign offensive evaluation
methods with realistic adversarial behaviors and operational
realities. Particularly in the context of automated enterprise
penetration testing, the presented factors motivate a greater
research emphasis on accurately representing and automating
the post-exploitation segment of the Cyber Kill Chain.

3. Automation and LLMs

A lot of progress has been made in automating penetra-
tion testing processes. Of all machine learning paradigms
and applications, LLMs seem most promising due to their
ability to interpret human-readable text, whether previously
seen or unseen. Their inherent non-deterministic properties,
even under deterministic settings (i.e., temperature equal
to zero [16]), serve as a significant enabler for exploration.
Several factors support the suitability of LLMs. First, remote
system interaction primarily relies on Command-Line Inter-
faces (CLIs), which administrators and developers originally
designed to be human-readable for effective troubleshooting—
a principle that extends naturally to remote API interactions.
Second, computer systems exhibit inherent variability in their
responses to commands and code execution, stemming from
the dynamic, concurrent execution of interdependent threads
and processes. This stochastic behavior aligns well with
LLMs’ probabilistic nature. Moreover, emerging multimodal
learning enhances practical applications by supporting Graph-
ical User Interfaces (GUIs), enabling these systems to more
closely approximate human penetration tester workflows.

Groundwork on LLMs for penetration testing predom-
inantly employs foundation models, which demonstrate
considerable domain knowledge across the Cyber Kill Chain,
particularly regarding known vulnerabilities and established
tools supported by extensive tutorial resources. Models are

occasionally fine-tuned on custom datasets [17] or expanded
via Retrieval-Augmented Generation (RAG) with Capture the
Flag (CTF) writeups [[18], CVE reports [[19] or TTP-related
information [20]. Recent developments in agentic methodolo-
gies and reasoning models have enhanced penetration testing
automation by reducing task complexity [19], though we
argue that they necessitate increased computational resources
and a robust framework for hierarchical task orchestration.

Empirical studies reveal that LLM-driven penetration
testing presents unique challenges due to context window
constraints, recency bias, hallucination tendencies, and main-
taining holistic reasoning across large, dynamic environ-
ments [21]]. These factors can lead to suboptimal command
execution, creating opportunities for improving LLM con-
sistency in reaching target states [22], while also risking
to raise detection rates in red teaming context. Complex
scenarios illustrate these challenges: when an agent discovers
credentials using a tool such as Mimikatz, it must both
retain this information and understand its strategic value
many steps further along the attack chain. This can result in
exceeding token limits as context accumulates or in excessive
vectorization leading to critical details being lost. Leveraging
explainable Al, research begins to address these areas for
improvement [23], contributing to a deeper understanding
of LLM behavior in complex operational contexts.

XBOW, a commercial LLM-based penetration testing
framework, achieved the top position on HackerOne’s global
leaderboards [3[]. An increasing number of models exhibit
enhanced reasoning by engaging in prolonged deliberation
prior to generating scripts or commands. However, they ob-
serve this approach proving counterproductive in penetration
testing contexts, which requires rapid, iterative exploration,
discovery, and information gathering [24]]. While they demon-
strate performance using both proprietary benchmarks and
the renowned bug bounty platform, the evaluation focuses
on specific domains—web, cloud, and mobile vulnerability
exploitation—without post-exploitation activities.

Takeaway 2. We recognize an insufficient exploration
of offensive LLM agents within a realistic interconnected
network of hosts characterized by causal dependencies
between actions. Such a setup would better reflect the
complexity of enterprise environments, building upon current
benchmarks that address single-machine targets and isolated
vulnerable services. A similar shift from perimeter-focused
security, as seen in the nineties, could apply here. Yet, despite
long-standing defense-in-depth adoption, comparable layered
strategies for automated offensive tools remain noticeably
absent. While current research demonstrates specific capabil-
ities of LLMs in penetration testing scenarios [25], further
progress demands more representative evaluation approaches.
An essential factor is the quality of benchmarks—the focus
of the remainder of this paper—as it facilitates the proper
measurement, validation, and comparison of advances.

4. Current State of Benchmarks

This section analyzes existing LLM-driven penetration
testing benchmarks. First we distinguish knowledge-based



benchmarks—that assess static knowledge retrieval—from
task-based benchmarks—that test actual interactive task
execution by agents. Then we examine the current state
of multi-host benchmarks: task-based benchmarks that aim
to emulate complex interconnected enterprise environments.

4.1. LLM Benchmark Types

Knowledge-Based. Conventionally, general-purpose
LLMs are assessed for multi-domain knowledge through the
use of question-answering datasets, wherein questions are for-
mulated by domain experts. They often necessitate extended
reasoning by the model, with results commonly reported on
leaderboards. Such knowledge-based benchmarks include the
Massive Multitask Language Understanding Contamination-
Free (MMLU-CF) [26] and Humanity’s Last Exam [27].
They use private test sets—kept inaccessible during model
training or tuning and reserved for final evaluation and
scoring—alongside public or semi-public validation sets for
peer benchmarking and community assessments.

Domain-specific cybersecurity benchmarks also exist,
such as SecQA [28]], which represents a concise, security-
focused multiple-choice benchmark derived from a single
authoritative textbook. It incorporates two levels of difficulty
and human validation to achieve targeted, pedagogically
structured coverage. CyberMetric [29] constitutes a more
expansive, retrieval-grounded multiple-choice benchmark
constructed through RAG over standards, RFCs, academic
papers, and books, with expert review to ensure broad
coverage and traceable sourcing. Both are openly accessible
for reproducible evaluation, though SecQA’s reliance on a
single source may introduce coverage bias. The Weapons of
Mass Destruction Proxy (WMDP) knowledge-based bench-
mark provides a valuable public benchmark for cyberse-
curity hazardous knowledge evaluation, covering the full
offensive attack lifecycle from reconnaissance through post-
exploitation [30]. Regardless, any public availability inher-
ently heightens contamination risk through memorization.

Task-Based. Current evaluations of LLM-driven agents
tend to emphasize static, knowledge-based assessments,
including those recently introduced by prominent industry
actors [31]], [32]. However, enterprise networks operate as
dynamic systems and require interactive engagement due to
their stochastic nature. Consequently, fask-based benchmarks
are emerging, where agents must interact with environments
whose behavior is contingent on the agent’s prior actions. We
observe that many existing task-based benchmarks represent
predominantly gamified, CTF-style environments [19]], [33]]—
[39]]. Others—while not strictly CTF-oriented—still focus on
single-machine targets or isolated vulnerable services [40]—
[42]. While these setups effectively illustrate core exploitation
techniques, they preclude realistic lateral movement across
multiple hosts—a fundamental aspect of post-exploitation.

CTF challenges, from popular platforms such as
HackTheBox [43] and Vulnhub [44], are deliberately en-
gineered to be overtly vulnerable and include explicit hints—
features rarely encountered in operational environments.
On top of this oversimplification, we notice that the CTF

challenges are selected according to opaque, inconsistent
criteria and hence, may be subject to selective snooping [45]).
Finally, the incorporation of public CTF writeups into model
training data, raises contamination concerns [38] and can
inadvertently lead to test snooping [435], potentially inflating
reported performance on publicly accessible benchmarks
in prior work [17], [46]]. Together, these common pitfalls
put under question the generalization of findings yielded in
CTF-driven benchmarks toward realistic environments.
Frameworks like OCCULT appear to bridge knowledge-
based and task-based approaches through a tripartite
evaluation methodology for assessing offensive LLM
agents [47]. This includes scenario-driven multiple-choice
questions, tasks involving synthetic Windows Active
Directory data analysis, and network simulations for
multi-step attack sequences. To mitigate contamination
concerns, the framework reportedly employs dynamic
variable generation and procedurally generated network
topologies. While this simulation-based approach may
provide computational efficiency and standardized metrics,
it differs from emulation by abstracting low-level kernel
interactions and limiting testing to predefined action spaces.

4.2. Toward Multi-Host Benchmarks

Research emphasizes the necessity for realistic, inter-
connected multi-host scenarios, noting that existing bench-
marks do not accurately reflect real-world conditions and
highlighting the inadequate representation of certain aspects
of the Cyber Kill Chain [48]. Furthermore, research states
that benchmarks are misaligned with understanding real-
world impact because they focus solely on measuring model
capabilities rather than conducting comprehensive risk as-
sessments [49]]. Happe and Cito present a proof of concept
examining whether LLMs are capable of compromising an
enterprise network by provisioning a tailored environment—
Game of Active Directory (GoAD) [50]—based on Microsoft
Windows Active Directory [51]]. Despite the topology be-
ing a simplified abstraction of an enterprise network and
the environment itself being intentionally vulnerable, the
authors observe that LLMs frequently pursue meaningless
strategies and lose track of context. By emphasizing metrics
such as operational cost and token consumption, the work
underscores the necessity of reproducibility.

Recent advancements in emulated, multi-host, dynamic
benchmarks demonstrate that, even within relatively simple
environments, current models and automated penetration-
testing frameworks commonly struggle to conduct multi-host
attacks [22], [51]]. The authors of AutoAttacker evaluate
an autonomous penetration testing agent using an inter-
connected network of multiple hosts [52]—demonstrating
progress toward more realistic benchmarks. They note that
their victim environment was intentionally configured with
certain weaknesses to facilitate successful attacks, reflecting
a controlled laboratory setup with a limited subset of tasks
due to practical research constraints. Singer et al. introduced
MHBench [22], a comprehensive benchmark comprising ten
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Figure 1. Environments denote the approximated total number of scenarios;
targets denote the average number of target machines per scenario.

different environments with 25-50 hosts each. The evalua-
tion incorporates authentic breach incidents and enterprise
architectures, providing valuable insights despite focusing on
a limited amount of vulnerabilities and network topologies.
LLMs face notable challenges with shell-based multi-host
attacks, achieving minimal success. The authors propose an
abstraction layer separating attack planning from execution
which measurably enhances LLM effectiveness.

As discussed in Section 2] we assume that realism
strongly correlates with the extent of lateral movement
possible between machines. Hence, to conclude this section,
we categorize emerging task-based benchmarks based on the
included targets and environments, as shown in Figure
Here, targets denote the average number of machines or
hosts that an agent can access laterally within a given
scenario. We define an environment as a single scenario—
typically a challenge, task, or a set of subtasks. This is
often implemented as a container or, ideally, a virtual
machine enabling broader access to system resources and
less restricted to Linux-only deployments. Including a large
set of targets will possibly enable a more thorough evaluation
of post-exploitation phases, including the assessment of
extended attack chains. Testing with a larger number of
environments intuitively implies greater scenario diversity
and broader coverage of tactics and techniques from the
MITRE ATT&CK framework. While this may be expected,
the relationship is not always straightforward (cf. Section [3).
Many targets and environments can be repetitive and still
correspond to isolated tasks, restricting the number of steps
an agent can perform within a single environment and
limiting realism in relation to the Cyber Kill Chain.

Takeaway 3. Our analysis reveals a clear heterogeneity
in evaluation environments and target configurations across
benchmarks, reflecting divergent priorities. Enhanced sce-
nario diversity creates trade-offs with target density within
individual environments due to practical constraints. While
maximizing both counts is highly desirable for a comprehen-
sive Cyber Kill Chain representation, we argue that rarget
density remains paramount: a limited number of targets
fundamentally undermines post-exploitation assessment.

5. Systematic Assessment

This section reports on our analysis of coverage for cur-
rent task-based penetration testing benchmarks with respect
to the MITRE ATT&CK Enterprise Matrix [6]]. We situate
emerging benchmarks within the entire landscape (1) to eval-
uate completeness of each benchmark across the full process
of an attack, and (2) to identify systematic coverage gaps
that may inform the design of more comprehensive future
benchmarks. To the best of our knowledge, this perspective
on systematically assessing and comparing benchmarks is
novel: it provides a complementary view to prior work [48],
which focuses on extensively characterizing each individual
benchmark without explicitly reflecting completeness.

In order to convey the general scope and possible
gaps of current benchmarks, we selected the benchmarks
from Figure [T] considered most representative for assessing
coverage (i.e., considerably advanced and well-documented at
the time of writing). The Al-Pentest-Benchmark [38], NYU-
CTF-Bench [37], Catastrophic Cyber Capabilities Bench-
mark (3CB) [40], GoAD used by Happe and Cito [S1]],
and the benchmark put forward by AutoAttacker [52f ex-
plicitly specified MITRE ATT&CK techniques, tactics, or
related concepts that could be applied to their environment—
articulating the evaluative focus intended by the authors.
While MHBench [22] neither disclosed this information nor
released its source code at the time of writing, our assessment
shows that MHBench currently represents one of the more
realistic benchmarks. We performed an independent mapping
of MHBench based on environment descriptions presented in
the paper. Extracted data and analysis details are accessible
onling’, and here we synthesize the main results.

As shown in Figure 2] post-exploitation is underweighted
relative to its operational importance, with sparse attention
to lateral movement despite its centrality to sustained, multi-
host compromise. Al-Pentest-Benchmark, though broad in
host-level activities, concentrates heavily on pre-exploitation
reconnaissance and early steps, leading to virtually no
treatment of persistence and lateral movement that constrains
assessment of agents’ sustained foothold and progression ca-
pabilities. In NYU-CTF-Bench, we argue that the measurable
persistence coverage within a predominantly single-host CTF
corpus likely reflects categorical mapping of challenge me-
chanics rather than enterprise-grade persistence and, notably,
omits lateral movement evaluation. Their techniques largely
focus on defense evasion, requiring greater maturity for
implementation. 3CB demonstrates broad coverage; however,
as shown in Figure [I] it features approximately one target
per scenario. While this approach thoroughly evaluates
specific techniques, it tends to emphasize discrete, tool-
driven steps over interdependent, longitudinal attack chains.
Despite modest scale, the GoAD environment includes a
complex Windows Active Directory structure, supporting
focused evaluation of post-exploitation tactics. In contrast, the
AutoAttacker benchmark reports persistence and other post-
breach tactics as relatively isolated tasks, producing persis-

3. https://cylab.be/waiti2025
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Figure 2. Coverage of MITRE ATT&CK Enterprise tactics across the selection of benchmarks. The percentages show the proportion of tasks within a
benchmark that represents a given tactic. The borders represent Initial Compromise (I) and Post-Compromise (P) stages.

tence without robust pathways for movement and discovery-
driven expansion. MHBench appears strongest conceptually,
introducing multi-host networks and end-to-end sequences
that better reflect post-exploitation realities. However, the
absence of a Windows ecosystem limits scenario diversity.
As a step toward systematic comparison, we divide
MITRE ATT&CK tactics into temporal phases based on
access requirements. We classify tactics up to and including
initial exploitation as Initial Compromise (‘I' on Figure 2}
reconnaissance, resource development, and initial access) and
those strictly post-exploitation as Post-Compromise (‘P on
Figure 2} persistence, privilege escalation, lateral movement,
and collection), as each presupposes an existing foothold.
The remaining tactics typically commence at or shortly after
compromise and can recur throughout an intrusion, being
not contingent on extended dwell time. Table [T] groups the
percentages of Initial and Post-Compromise coverage.

TABLE 1. DISTRIBUTION OF INITIAL AND POST-COMPROMISE TACTICS
FOR EACH BENCHMARK. PERCENTAGES INDICATE THE RESPECTIVE
APPROXIMATED PROPORTION FOR EACH TACTIC CATEGORY.

Benchmark Initial Compromise ~ Post-Compromise
(I): 3 tactics (%) (P): 4 tactics (%)

Al-Pentest-Benchmark [38] 69 15

NYU-CTF-Bench [37] 7 25

3CB [40] 13 33

GoAD [51] 10 10

AutoAttacker [52] 28 28

MHBench [22] 17 42

Takeaway 4. Table [I] reveals that Post-Compromise
tactics are underrepresented relative to their operational
significance. As discussed in Section [2| adversaries spend
roughly 80% of their time on lateral movement—an imbal-
ance not reflected in current benchmarks. Beyond asserting
broad coverage, advanced evaluations should test coherent
attack chains rather than isolated tactics—e.g., any measured
persistence should be accompanied by realistic opportunities
for lateral movement and subsequent objectives.

Takeaway 5. The inconsistencies across Figures [I] [2]
and Table [I] signal inadequate standardization. Environment
and task selection appear largely discretionary, producing

selectively curated scenarios with uneven coverage. The
objective here is not to achieve a uniform coverage but to
ensure stronger coverage of key tactics, such as the Post-
Compromise ones, where attackers devote most effort. Cru-
cially, even adequate coverage does not guarantee benchmark
effectiveness, as individual tasks may lack complexity or
realism. Such mappings do not capture task interdependen-
cies, regardless of whether complex scenarios are included.
Nevertheless, we argue that establishing a form of mapping
is the minimum prerequisite for comparing benchmarks.

Takeaway 6. Lastly, we observe that publicly released
benchmarks often omit detailed environmental descriptions,
impeding comparison and external validation. Improving
transparency could involve the adoption of a model card
or system card, analogous to recommendations for open-
sourcing an LLM [53]]. We recommend addressing this prior
to undertaking a study on a novel benchmark.

6. Conclusion

LLM-driven offensive security benchmarks have laid
crucial groundwork on feasibility of automated penetration
testing. While current benchmarks offer valuable baselines,
our analysis reveals substantial heterogeneity in their design
and a predominant focus on static evaluations, isolated tactics,
or simplified single-host setups—conditions that diverge from
the operational realities of compromise. To support the next
phase of progress, we identify three areas of research focus:
1) stronger emphasis on post-exploitation benchmarks;

2) systematic evaluation of multi-stage attack chains rather
than disjoint tasks or individual challenges;

3) standardized, transparent reporting of benchmark cover-
age according to established frameworks.

Establishing these foundations is a prerequisite for repro-

ducible, operationally relevant benchmarking and research

on advancing offensive LLM agents to navigate the full

complexity of real-world adversarial operations.
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